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Who is Walt Wollny? 

 Hurricane Electric AS6939 – 4 years 
 Director Interconnection Strategy – supporting the network to 

reach to over 44 counties and over 229 Internet Exchanges. 

Focus on Global connectivity.  

 Amazon AS16509 – 4 years 
 Developed IP Transit and Peering on five continents.  

 Primary focus on Japan, Singapore, Hong Kong, India, Taiwan, 

Philippines, Australia. 

 Over 62 new CDN sites. 

 Microsoft AS8075 – 13 years 
 Developed IP Transit and Peering on four continents. 

 Primary focus on US, EU and South America.  
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Hurricane Electric Backbone 
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The Most Peering Exchanges 
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Why So Many Peering Exchanges? 
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Before we start….. 

 

We all live in glass houses..  

 

Offer to help and drop that rock….    

 

 

Hurricane Electric - Massive Peering! 



What does security have to do with Peering? 

A lot. Now.  

 

Security was an afterthought, but it has become 

critically important with the increase of BGP 

hijacks 

 

Some of the basics... 
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Basics 

 Best defenses for your network?  

 Logical Port Security 

 IXP Subnet Security  

 Routing Security 

 http://routing.he.net/ 
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Logical Port Security 

 
 

 Many IXPs will post their recommended port 

configuration (HKIX, AMS-IX, etc ). 

 Don’t just connect an interface with a default 

configuration to an IX Port! 

 Services like Proxy-ARP will disrupt the IX as well as 

degrade your own network. 

 Most IXs allow only unicast traffic. (IPv6 multicast 

neighbor discovery packets are an exception.0 
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https://www.hkix.net/hkix/connectguide.htm
https://ams-ix.net/technical/specifications-descriptions/config-guide
https://ams-ix.net/technical/specifications-descriptions/config-guide
https://ams-ix.net/technical/specifications-descriptions/config-guide


Logical Port Security 

 

 Apply ACL’s to your interfaces—don’t forget to 

configure both IPv4 and IPv6 ACLs!  

 The SIX (Seattle Internet Exchange) has a great 

example here. 

 Your IX port is an exposed piece of your network. 

 Hundreds of other networks are directly connected. 

 Remove this security risk! 
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https://www.seattleix.net/faq#cisco


Logical Port Security 

 
 

 

 Why do we care? 
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AMS-IX 
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Ticket: 341134 

Subject: Instability on AMS-IX 

Status: closed 

Opened: 2017-06-20 16:04:56 +0200 

Type: unscheduled 

Scope: AMS-IX NL 

Start: 2017-06-20 15:20:00 +0200 

CLOSED 2017-06-21 16:54:10 +0200: 

 

Total impact time  – 1 hour 34 mins 

 

Root cause human error  

 

The instability was caused due to a hardware issue on the customer's NIC and 

due to proxy-arp being enabled after the port passed the testing phase and was 

moved to production.  



BBIX Tokyo 
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Occurred time:         2018/5/16 17:28 JST  

Corresponded time:  2018/5/16 17:48 JST 

Recovered time:           2018/5/16 18:10 JST 

Affected area:              BBIX Tokyo IX service 

 

Total impact time   –  39 mins 

 

Root cause human error  

 

Arp proxy response(= proxy arp) became effective when we changed the subnet 

mask on our monitoring router  



IXP Subnet 

 

 Your IX Port is a target for DDoS Attacks! 

 Applying the best security practices will help limit the 

exposure.  
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IXP Subnet 

 

 The IXP is responsible for protecting the infrastructure. 

 The IX LAN is not your IP space and should not be 

routed.  

 Checking this... 
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IXP Subnet 
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IXP Subnet 
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IXP Subnet 
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IXP Subnet 
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????? 
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IXP Subnet 
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 The IX LAN is not your IP space and should not be routed. 

 

  

 Some of the smaller guys  

http://www.kwintessential.co.uk/resources/global-etiquette/philippines-country-profile.html


IXP Subnet 
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Europe                           

                                 

CC Exchange             Speed   IPv4            IPv6 

-- -------------------- ------- --------------- ------------------------ 

VIX                  2x10GE  193.203.0.185   2001:7f8:30:0:2:1:0:6939 

BNIX                 2x10GE  194.53.172.33   2001:7f8:26::a500:6939:1 

B-IX Balkans         10GE    217.174.157.31  2001:7f8:8e::31 

BIX.BG               2x10GE  193.169.198.70  2001:7f8:58::1b1b:0:1 

NetIX                10GE    193.218.0.89    2001:67c:29f0::6939:1 

MegaIX Sofia         10GE    91.212.235.55   2001:7f8:9f::a:6939:1 

T-CIX Bulgaria       10GE    185.1.40.26     2001:7f8:98::26 

CIXP                 10GE    192.65.185.143  2001:7f8:1c:24a::1b1b:1  
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IXP Subnet 
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 Some of the big ones….. 
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IXP Subnet 
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Europe                           

                                 

CC Exchange             Speed   IPv4            IPv6 

-- -------------------- ------- --------------- ------------------------ 

 

DE-CIX Frankfurt 2x100GE 80.81.192.172 2001:7f8::1b1b:0:1 

France-IX Paris 2x10GE 37.49.236.10 2001:7f8:54::10  

AMS-IX 2x100GE 80.249.209.150 2001:7f8:1::a500:6939:1  

LINX 100GE 195.66.224.21 2001:7f8:4:0::1b1b:1  

MSK-IX Moscow 2x100GE 195.208.210.40  2001:7f8:20:101::210:40 

NL-IX 3x10GE 193.239.116.14 2001:7f8:13::a500:6939:1  
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IXP Subnet 
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This product is now end of life in March 2020 



Basics - Routing Security 
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BGPMON Replacement 

 https://mailman.nanog.org/pipermail/nanog/2019-August/102672.html 

 

 

Thanks to Job & Massimo @NTT Ltd 
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This product is now end of life in March 2020 
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https://mailman.nanog.org/pipermail/nanog/2019-August/102672.html
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IXP Subnet 

 

Why do we care? 
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IXP Subnet 

 

The DDoS That Almost Broke the Internet 

 

Cloudflare March 2013  ~120Gbps attack on LINX 

 

 
 

Hurricane Electric - Massive Peering! 

http://www.kwintessential.co.uk/resources/global-etiquette/philippines-country-profile.html
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Basics - Routing Security 
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You must filter your peers. 

 

• Most networks don’t filter their peers.  

• This is negligent behavior. 

  
 

 

 



Routing Security: Why it matters 

 
 

 

 

Hurricane Electric - Massive Peering! 

 

 

On 28 December 2018 China Telecom hijacked a US 

Department of Energy prefix (192.208.19.0/24) and did not 

correct the problem for 6 days.  

 

 
 



Basics - Routing Security 
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https://bgpstream.com 

 Every day there are several hijacks and leaks  

 

 

Hurricane Electric - Massive Peering! 



Basics - Routing Security 

I know we can do better 
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Basics - Routing Security 
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You must filter your peers! 
 

 

 

 



Basics - Routing Security 
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• Routing security is important in two directions: 

• The routes you receive 

• The routes you announce 

 

• Starting with the routes you receive... 

 
 

 

 



Basics - Routing Security 
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• The routes you receive can be filtered in a few 

ways: 

• Prefix Count  

• AS-Path 

• Prefix list 

• RPKI 
 

 

 



Basics - Routing Security 
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• Prefix Count 

 

Consider tightening up the limits  

with bgp neighbor restart/graceful 
 

 

 



Basics - Routing Security 
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AS-Path 
BBIX peer 各位 (Dear BBIX peering partners,) 

 

さくらインターネット(AS9371)の津田です。 

いつもお世話になっております。 

 

弊社から広報しておりますAS Pathに変更が御座います。 

AS Pathでのフィルタ設定が御座います場合、設定変更をお願い致します。 

 

AS name:        SAKURA-C 

AS set:         AS-SAKURA 

AS number:      9371 

 

 

▼追加するAS Path(IPv4) 

^(9371_)+(2519_)+(9354_)+(10001_)+$ 

^(9371_)+(9370_)+(2519_)+(9354_)+(10001_)+$ 

 

 

 



Basics - Routing Security 
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Prefix list per neighbor  
ip prefix-list AS57660 permit 37.26.208.0/20 

ip prefix-list AS57660 permit 185.67.16.0/22 

ip prefix-list AS57660 permit 212.67.48.0/20 

 

 



Basics - Routing Security 
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RPKI 
 

 



Basics - Routing Security 
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Building filters does not have to be hard. You can script it yourself or 

use a tool like bgpq3. Here is an example using bgpq3 to generate a 

prefix list for a Juniper router: 

 

walt@staff:~$ bgpq3 -J4l AS57660-IN AS57660 

policy-options { 

replace: 

 prefix-list AS57660-IN { 

    37.26.208.0/20; 

    185.67.16.0/22; 

    212.67.48.0/20; 

 } 

} 

walt@staff:~$  

 

 

 

 



• AMS-IX 

• DE-CIX 

• France-IX 

• LINX 

• LONAP 

• Over 58 IXP today and more coming! 

 
• Downside is that not all networks peer on route 

servers 

 
• http://peering.exposed/ 

 

 

 

IXPs using RPKI 

http://peering.exposed/


 

http://routing.he.net 



  
  



  
  



  
  



  
  



  



In the Wild 



In the Wild 





Hurricane Electric  

Route Filtering Algorithm 

  

 Read more here 

http://routing.he.net/algorithm.html 

 

 Example: 

 xx.7.224.0/24,rejected,does not strictly match IRR policy or RIR handles 

 xx.10.254.0/23,accepted,strictly matched IRR policy 

 xx.17.248.0/24,accepted,strictly matched IRR policy 

 xx.26.36.0/22,rejected,does not strictly match IRR policy or RIR handles 

 xx.26.39.0/24,rejected,does not strictly match IRR policy or RIR handles 
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Update your ROA/IRR 
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IRR Valid  

IRR Match - Parent Entry Found  

ROA Signed and Valid  

IRR Invalid  

ROA Signed and Invalid  



Resources  

 https://www.seattleix.net/faq 

 https://twitter.com/bgpstream/status/1078584924364595202?lang=en 

 https://bgp.he.net 

 https://routing.he.net 

 https://github.com/snar/bgpq3 

 https://bgpmon.net/ 

 https://bgpstream.com/ 

 https://bgpmon.net/ 

 http://peering.exposed/ 
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   Thanks! 

Walt Wollny, Director Interconnection Strategy 

Hurricane Electric  AS6939 

walt@he.net 


