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Main Reasons for Geo-Blocking Implementation

Compliance with imposed
sanctions, laws and regulations

Protecting network resources from
security threats or excessive traffic

Business objectives: content access
control, pricing differentiation, etc.




Restrictive Sanctions: Laws & Regulations:
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DDoS attacks by numbers:
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DDoS attacks by nhumber and geography:
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DDoS attacks by number and geography:

Top Countries and Regions Hosting DDoS Bots
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Top Countries Hosting DDoS Bots (https:/www.a10networks.com/wp-content/uploads/A10-EB-2024-DDoS-Weapons-Report.pdf)



https://www.a10networks.com/wp-content/uploads/A10-EB-2024-DDoS-Weapons-Report.pdf

Geo Blocking using BGP Communities:

® nTTDaTa

2914:2001 ca (Canada)

European country origins (2914:22-)

2914:2201 uk (United Kingdom)
2914:2202 de (Germany)
2914:2203 nl (Netherlands)
2914:2204 fr (France)
2914:2205 es (Spain)
2914:2207 pl (Poland)
2914:2208 bg (Bulgaria)
2914:2209 hu (Hungary)

2914:2210 ro (Romania)



Geo Blocking using FlowSpec:

Traffic Filtering Based on IP Address Origin
Dynamic and Flexible unlike traditional ACLs

Easily applied at the scale of large networks



Geo Blocking using FlowSpec Policies:

Let's make our hands dirty and add class-map/policy-map manually on Cisco ASR1K:

ip access-list standard BLOCK_BERMUDA show flowspec afi-all detail
: class-map type traffic match-all ICMP_IN
10 permit 44.164.140.0 0.0.3.255 o ool Output:
11 permit 45.42.144.0 0.0.1.255 ZUSLCHIRICICCONICID
: match access-group output name BLOCK_BERMUDA
12 permit 63.85.42.0 0.0.1.255 el Flow :Source:44.164.140.0/22,Proto:=1|=6|=17
13 permit 64.37.32.0 0.0.15.255 SCREEBHIEL Actions :Traffic-rate: 0 bps (bgp.1)
Statistics (packets/bytes)
..... : ) Matched : 0/0
77 permit 217.194.147.0 0.0.0.255 class-map type traffic match-all UDP_IN bFofped : /0
match protocol udp Flow :Source:45.42.144.0/22,Proto:=1|=6|=17
match access-group output name BLOCK_BERMUDA Actions :Traffic-rate: 0 bps (bgp.1)
class-map type traffic match-all ICMP_IN Statistics (packets/bytes)
y - end-class-map Matched : 0/0
match protoco |cmp- Dropped : 0/0
match access-group input name BLOCK_BERMUDA class-map type traffic match-all TCP_IN Flz\gt'\ons i?’g:;ﬁé??{a?z;45-?;;/)?3’?;8;?51|=6|=17
SIERElEES e match protocol tc Statistics (packets/bytes)
p p p y
match access-group output name BLOCK_BERMUDA Matched 0/0
class-map type traffic match-all UDP_IN Dropped : 0/0
end-class-map Flow :Source:64.37.32.0/20,Proto:=1|=6|=17
match protocol udp Actions :Traffic-rate: 0 bps (bgp.1)
match access-group input name BLOCK_BERMUDA Statistics (packets/bytes)
end-class-ma Matched 2 0/0
° policy-map type pbr Fl ol S 64.147.80.0/20, Prot 0{? 6|=17
ow :Source:64. .80. ,Proto:=1]|=6|=
class-map type traffic match-all TCP_IN FLBEE ARl TR O Actionsy fllfatiicarate Resbps A bopi L)
- class type traffic ICMP_OUT Statistics (packets/bytes)
match protocol tcp d Matched > 0/0
match access-group input name BLOCK_BERMUDA rop ' Dropped : 0/0
- class type traffic UDP_OUT Flow :Source:65.171.98.0/24,Proto:=1|=6|=17
end-class-map drop Actions :Traffic-rate: @ bps (bgp.1)
. Statistics (packets/bytes)
) class type traffic TCP_OUT Matched : 0/0
policy-map type pbr BLOCK_ICMP_UDP_TCP_IN_BERMUDA e Dropped : 0/0
class type traffic ICMP_IN ) Flow :Source:66.55.112.0/20,Proto:=1|=6|=17
. - class type traffic class-default Actions :Traffic-rate: 0 bps (bgp.1)
rop Statistics (packets/bytes)
class type traffic UDP_IN d-poli Matched : 0/0
- end-policy-map Dropped z 0/0
class type traffic TCP_IN
drop flowspec
class type traffic class-default address-family ipv4
service-policy type pbr
end-policy-map BLOCK_ICMP_UDP_TCP_IN_BERMUDA

service-policy type pbr
BLOCK_ICMP_UDP_TCP_OUT_BERMUDA



IP Geolocation Databases and their Accuracy:
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IP Geolocation Databases Accuracy % (https://itc ktu.lt/index.php/ITC/article/view/14451)
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Policies by Country in IRP:
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Affected Prefixes in Policies by Country:
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{ Affected Prefix(es)

Change History Prefix

ASN ASN Name Number of Prefixes

Actions
A 6752 ANDORRA TELECOM, S.A.U
89.150.2.0/2
25.140.
241 2
5 80.8 !
0.9
15 2
5.4.52.0/22
5.33 22
0 5.8 0/22
v 9009 M247 Europe SRL
v 224 3 Ir
v 7 U
v A4 Forcepoint Cloud Ltd
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